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Abstract

Advancements in text-to-speech (TTS) and voice conversion
(VC) technologies have significantly increased the threat
posed by audio spoofing attacks, particularly in high-profile
applications such as political or public figure imperson-
ation. Existing binary classification-based Audio Spoof De-
tection (ASD) methods face critical limitations in general-
izing to novel and unseen spoofing techniques due to the
growing diversity and sophistication of synthetic speech.
This paper presents a speaker-specific framework for de-
tecting audio deepfakes, leveraging Self-Supervised Learn-
ing (SSL) embeddings and one-class classification to ad-
dress these challenges. The proposed methodology employs
a one-class Support Vector Machine (SVM) trained exclu-
sively on genuine speech samples from individual speak-
ers to identify deviations indicative of synthetic speech.
We conducted extensive evaluations on controlled datasets
(ASVSpoof 2019 and DFADD) and real-world scenarios
(In-The-Wild and political figures dataset) to demonstrate
the effectiveness of this approach. We achieved robust and
consistent performance across diverse synthesis methods
and acoustic conditions. The results highlight the practi-
cal viability of speaker-specific ASD models in safeguarding
against audio spoofing, particularly in applications requir-
ing targeted protection of known individuals.

1. Introduction

The increasing sophistication of synthesized speech [23, 31,
35] and its easy dissemination through social media plat-
forms present a growing threat to the integrity of the infor-
mation. According to the World Economic Forum Global
Risk Report, misinformation and disinformation represent
the most serious anticipated threats over the next two years
[25], potentially undermining democratic processes for ap-
proximately three billion people expected to participate in
upcoming electoral polls across multiple countries. This
threat has already manifested in high-profile incidents: from
the Cambridge Analytica scandal in the 2016 US presiden-
tial elections [16] to more recent Al-generated deepfakes,

including a viral video of President Zelenskyy purportedly
asking his troops to surrender [14], a fake audio of Pres-
ident Biden misleading New Hampshire voters [15], and
fabricated recordings of London Mayor Sadiq Khan making
inflammatory remarks [27]. These incidents demonstrate
how deepfakes can potentially trigger political unrest, from
protests to civil confrontation, while enabling government
censorship and propaganda that erodes press freedom and
access to information. As synthetic media quality improves,
distinguishing truth from falsehood becomes increasingly
challenging for humans, making it imperative to develop
strategies that can effectively differentiate genuine content
from sophisticated falsifications.

Speech antispoofing research has evolved from tradi-
tional hand-crafted features (LFCC, CQCC) [2, 26, 41]
and CQCC [32, 33] to end-to-end models using raw wave-
forms [20, 21, 28, 29], achieving state-of-the-art perfor-
mance. Despite innovations in data augmentation, mul-
titask learning, and attention mechanisms, generalization
to unseen attacks remains a critical challenge as detection
systems significantly degrade when facing novel spoofing
techniques. Recent approaches employing acoustic pertur-
bations [3, 4, 7, 13, 30] and pre-trained speech foundation
models [10, 36] have shown promise, yet developing robust
capabilities for detecting unseen synthesis systems contin-
ues to be a paramount challenge, demanding more sophisti-
cated and adaptable methodologies.

Recent research has identified fundamental limitations
in approaching Audio Spoof Detection as a binary clas-
sification problem between genuine and synthetic speech
[22, 40]. As speech synthesis technologies rapidly evolve,
the assumption of a unified synthetic speech distribution be-
comes increasingly problematic. In response, several stud-
ies have proposed one-class classification methods [1, 22,
34, 40] that model only the distribution of genuine speech,
categorizing samples outside these boundaries as synthetic.
Approaches like OC-Softmax [40] and ACS [22] enforce
compact clustering of genuine speech from multiple speak-
ers into a single cluster, while SAMO [11] adopts a multi-
center approach that preserves speaker-specific character-
istics, acknowledging the inherent acoustic diversity among
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Figure 1. UMAP-based visualization of self-supervised learning embeddings for speaker p227, arranged to highlight the formation of
distinct clusters. Here original(green) labels are bonafide audios and other colored labels are different deepfake types

speakers that naturally results in multiple clusters within the
embedding space.

While these approaches represent significant advances,
we posit that training one-class classifiers on multi-speaker
datasets may still lead to suboptimal performance due to the
fundamental challenge of modeling diverse speaker charac-
teristics simultaneously. Our empirical analysis shows that
UMAP [24] embeddings of multi-speaker scenarios exhibit
significant overlap between genuine and synthetic speech,
whereas single-speaker embeddings show clear cluster sep-
aration. This insight is particularly pronounced when con-
sidered within the context of contemporary real-world ap-
plications. Recent incidents, such as the Biden deepfake
robocall in New Hampshire, demonstrate scenarios where
the target identity is known a priori. This convergence of
empirical evidence and practical requirements provides a
compelling basis for the development of speaker-specific
approaches to the detection of audio spoofing.

This paper presents a novel speaker-specific approach to
audio deepfake detection, focusing on protecting individual
speakers rather than developing universal detectors. Our
methodology is particularly relevant for high-profile indi-
viduals who are frequent targets of voice spoofing attacks.
Using a one-class SVM framework and self-supervised
learning embeddings, we train models exclusively on gen-
uine speech samples from target speakers, eliminating the
need for synthetic examples during development. This ap-
proach offers adaptability to emerging spoofing techniques
and leverages the readily available genuine speech data of
public figures. Through comprehensive evaluation across

Table 1. Dataset organization for speaker-specific audio spoof de-
tection. For 19LA, DFADD, and CodecFake, the training data
comes from VCTK, while synthetic speech from these datasets
serve as test data. S&I: Speeches/Interviews

Dataset # Speakers Training Data Test Data
19LA 107 VCTK corpus (~400 108,978
DFADD 109 utterances per speaker) 163,500
IT™W 54 19,963 11,816
Pol. Figures 2 S&l 750

diverse datasets, we demonstrate the effectiveness of our

speaker-specific approach.

The primary contributions of this work are as follows.

1. We propose a novel speaker-specific approach to audio
spoof detection that protects individual speakers rather
than using universal detectors, particularly beneficial for
high-profile individuals who are frequent targets of voice
spoofing attacks.

2. We introduce a one-class classification framework in
which models are trained exclusively on genuine speech
samples using self-supervised learning embeddings,
eliminating the dependency on synthetic examples while
capturing distinctive vocal characteristics.

3. Our evaluation demonstrates that vision transformer-
based embeddings significantly outperform other rep-
resentations, achieving near-perfect detection across di-
verse acoustic conditions with EERs of 1.30%, 1.82%,
and 1.99% for controlled, in-the-wild, and political
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Table 2. Statistical overview of datasets used in this study. For each dataset, we provide the number of speakers, total utterances (both

bonafide and synthetic), and synthesis methods used.

Dataset # Speakers Bonafide Utterances Synthetic Utterances Duration (hrs) Synthesis Methods

VCTK 110 44,000 - 44 _

ASVSpoof19 LA 107 12,483 108,978 ~100 AO01-A19 (TTS & VC)

DFADD 109 44,455 163,500 ~50 GradTTS, YourTTS, StyleTTS2,
NaturalSpeech2, matcha, pflow

In-the-Wild 54 19,963 11,816 ~38 Various

Trump Dataset 1 740 500 ~1 E2TTS, F5TTS, FishSpeech, MaskGCT,

JD Vance Dataset 1 800 250 ~0.5 SSRSpeech, StyleTTS, and XTTS.

datasets, respectively.

4. Through comprehensive evaluation across multiple
datasets (ASVSpoof 2019, DFADD, In-The-Wild,
and FakeXpose), we provide empirical evidence that
speaker-specific modeling offers superior discrimination
between genuine and synthetic speech compared to uni-
versal approaches, even when both use identical feature
representations.

2. Benchmarking pretrained SSL model repre-
sentations

We investigate how well pre-trained self-supervised learn-
ing (SSL) audio representations transfer to the task of au-
dio deepfake detection. For that purpose, we extracted
80 SSL embeddings from 31 different SSL models using
the S3PRL toolkit [38, 39] for the DFADD dataset [12].
These models span a diverse range of architectures and
pre-training approaches, including transformer-based mod-
els (e.g., HUBERT [19], WavLM [8], wav2vec 2.0 [6]), con-
volutional models (e.g., VGGish [18]), LSTM-based mod-
els (e.g., APC [9]), and vision transformer adaptations (e.g.,
AST [17] and MAE-AST [5]). This comprehensive selec-
tion of SSL models allows us to thoroughly evaluate differ-
ent speech representations for our speaker-specific spoofing
detection system.

After extracting the SSL embeddings, we visualized
them for the DFADD dataset using uniform manifold ap-
proximation and projection (UMAP), as shown in Fig. 1, to
analyze their effectiveness in separating original from syn-
thetic speech. Our analysis revealed that the MAE-AST
(mae_ast_large), SSAST (ssast_patch_base) and Mocking-
jay (mockingjay_logMelLinearLarge) models provided the
best separation between genuine and fake speech samples.
To ensure comprehensive evaluation, we also included three
widely adopted SSL models in the speech processing com-
munity, which include wav2vec 2.0 (large variant), WavLM
(large variant), and HuBERT (large variant) for our fur-
ther analysis. This selection balances models with optimal
separation capabilities and those with established perfor-
mance across diverse speech processing tasks, allowing us

to evaluate different representation approaches for speaker-
specific spoofing detection.

3. Datasets

To thoroughly evaluate our proposed speaker-specific audio
spoof detection technique, we used diverse datasets span-
ning both controlled laboratory conditions and real-world
scenarios. As shown in Tables 2 and 1, our framework in-
corporates four distinct types of datasets:

VCTK-based Datasets: The Voice Cloning Toolkit
(VCTK) corpus forms the foundation for ASVSpoof 2019
LA [37] and DFADD [12] datasets. Instead of following
standard partitioning, we used all VCTK recordings ( 400
utterances per speaker) to train speaker-specific models,
while using the respective synthetic speech for testing. This
approach maximizes available training data while enabling
evaluation across diverse synthesis techniques.

In-The-Wild (ITW): This dataset bridges laboratory
testing and practical applications with 38 hours of speech
from online platforms. ITW presents more challenging
evaluation scenarios with significant acoustic variations and
commercially generated synthetic samples. For ITW, we
used its own bonafide recordings for training, mimicking
real-world scenarios where pristine recordings are unavail-
able.

FakeXpose Political Figures: Motivated by recent in-
cidents like the Biden robocall controversy, we curated a
specialized dataset for Donald Trump and JD Vance us-
ing bonafide samples from diverse speaking contexts. The
synthetic portion comprises samples generated with seven
state-of-the-art TTS systems, selected for their high-fidelity
output and practical accessibility, representing real-world
scenarios.

4. Modeling

Our detection framework employs One-Class Support Vec-
tor Machine (OC-SVM), a machine learning algorithm de-
signed for scenarios where training data are only available
from one class. In the context of audio spoofing detection,

ICCV
gprwins

166
167

168

169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191
192
193
194
195
196
197

198

199
200
201
202



ICCV
gprwenn

203
204
205
206
207
208
209

210
211
212
213
214
215
216
217
218
219
220
221
222
223

224

225

226
227
228
229
230

ICCV 2025 Submission #****. CONFIDENTIAL REVIEW COPY. DO NOT DISTRIBUTE.

Training Dataset

(80% Bonafide)
SSL Front-Ends(f)
S= VCTK Mae-AST-Frame Speaker C)
= ( ) Specific-One
Speaiers (s ( Mockingjay ) Class SVM

2 i
—x]( FakeXpose - ( SSAST sf
= Bonafide ( WavLM )

( Wav2Vec?2

(L0
m

( Unispeech-SAT

5 In the Wild -
Bonafide

( Hubert

) Test Dataset
(20% Bonafide + 100% Spoof)

Figure 2. Overview of the proposed speaker-specific audio deepfake detection framework. The system trains separate one-class SVM
models for each speaker using only genuine speech samples (80% for training, 20% for testing) from three datasets: VCTK, FakeXpose,
and In-The-Wild. Multiple SSL front-end embeddings (Mae-AST-Frame, Mockingjay, SSAST, WavLM, Wav2Vec2, Unispeech-SAT, and
Hubert) are extracted from the genuine speech data and fed into speaker-specific one-class SVMs (Ms¢). During testing, the trained
models classify audio samples as either bonafide (genuine) or spoof (synthetic) by detecting deviations from the learned genuine speech

distribution.

this characteristic is particularly advantageous as it allows
the model to learn the distribution of genuine speech with-
out requiring examples of synthetic speech during training.
The OC-SVM learns to construct a decision boundary that
encapsulates the genuine speech characteristics in the fea-
ture space, enabling the detection of synthetic speech as de-
viations from this learned distribution.

The SVM hyperparameters v and v that control the
Gaussian kernel width and outlier percentage are optimized
using the VCTK dataset. Specifically, we performed a grid
search over v and v and selected the parameters that yielded
the highest discrimination between the speaker of interest
and the remaining speakers. These hyperparameters were
trained for each speaker. An SVM model is trained for each
speaker using the SSL embeddings extracted from 85% of
their genuine speech samples. During inference, the signed
distance from the decision boundary serves as the detection
score, where positive values indicate genuine speech and
negative values indicate synthetic speech. The magnitude
of this score provides a measure of confidence in the classi-
fication decision.

5. Experimental Setup

5.1. Implementation Details

The experimental framework is implemented on a high
performance computing infrastructure comprising three
NVIDIA A100 GPUs, each with 12 GB of memory, uti-
lizing Python 3.10.16. All audio samples are standardized
to a 16 kHz sampling rate prior to processing.

5.2. Model Training and Evaluation

In section 2, we found that the pretrained
mae_ast, wav2vec2_large, ssast_patch, mocking-
jay_logMelLinearLarge, hubert_large and wavim_large
models exhibited good separation between the fake and
real speech. We used these SSL features as front-ends
and trained a one-class svm (OC-SVM) classifier for each
speaker, which requires only genuine speech samples for
model training.

Following established protocols in ASD research, we
employ Equal Error Rate (EER) as our primary evaluation
metric. EER represents the operating point where the false
acceptance rate is equal to the false rejection rate, providing
a balanced measure of system performance.

6. Results and Analysis

Our evaluation examines the effectiveness of speaker-
specific models across three distinct scenarios: (1) cross-
dataset generalization using VCTK-derived datasets, (2) ro-
bustness in real-world conditions using the ITW dataset,
and (3) practical application for protecting high-profile in-
dividuals using the FakeXpose Political Figures dataset.
We also compare our approach with established baselines
including AASIST [21], RawNet2 [28], and wav2vec2-
AASIST [30], all of which are trained on the ASVSpoof
2019 LA dataset using both real and synthetic speech sam-
ples.
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Figure 3. EER Performance Heatmap across speakers and SSL embeddings. The heatmap visualizes Equal Error Rate (EER) percent-
ages for speaker-specific audio deepfake detection across three datasets: VCTK (ASV19+DFADD), In-The-Wild (ITW), and FakeXpose.
Each cell shows the EER value for a specific speaker-SSL embedding combination, with color coding ranging from dark green (excellent
performance) to dark red (poor performance). 5
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6.1. Speaker-Specific SSL Performance

Figure 3 presents the EER performance across speakers
from three datasets using six different SSL embeddings.
The ssast_patch_base embedding consistently achieves the
lowest EER values across most speakers (average EER of
1.30% for VCTK, 1.82% for ITW, and 7.45% for FakeX-
pose), with many instances of perfect detection (EER =
0), followed by mae_ast_frame (average EER of 2.65% for
VCTK, 1.63% for ITW, and 9.80% for FakeXpose). In con-
trast, wavim_large and hubert_large typically yield signif-
icantly higher EER values, particularly for ITW speakers
(32.49% and 30.26%, respectively) and FakeXpose speak-
ers (29.10% and 35.35%, respectively).

We observe notable variations in performance across in-
dividual speakers, with certain speakers like p260 (5.4%)
and p262 (5.0%) showing consistently higher EER values
even with the best-performing embedding. Among political
figures, Donald Trump and JD Vance exhibit substantially
higher EERs (8.6% and 6.3% respectively) compared to
the VCTK average. These variations likely stem from sev-
eral factors: the distinctive vocal characteristics of certain
speakers may be easier to synthesize convincingly; speakers
with more varied speaking styles or emotional range present
greater challenges for detection; and the quality and acous-
tic diversity of available training samples significantly im-
pact model performance.

The speaker-to-speaker variability in detection perfor-
mance strongly validates our speaker-specific approach.
Using a single universal model would inevitably compro-
mise performance, as the model would need to make trade-
offs between speakers that are easier to detect (e.g., p228,
p257, p275) and those that present greater challenges (e.g.,
p260, political figures). By modeling each speaker individ-
ually, we can optimize the detection boundary specifically
for each speaker’s unique vocal characteristics, ensuring op-
timal performance regardless of whether a speaker is inher-
ently easy or difficult to protect. This speaker-specific opti-
mization is particularly critical for high-profile individuals,
more vulnerable to deepfake attacks.

6.2. Comparison with Baseline Systems

Table 3 demonstrates the substantial performance advantage
of our speaker-specific approach over established baselines
across all datasets. Our ssast-OCSVM system achieves re-
markably low EER values of 1.30%, 1.82%, and 1.99%
on ASV19+DFADD, ITW, and FakeXpose datasets re-
spectively, significantly outperforming all baselines. A
particularly insightful comparison can be made between
wav2vec2-AASIST and w2v2-OCSVM, as both utilize the
same wav2vec2 feature space but differ in their model-
ing approach, universal versus speaker-specific. Although
both systems use identical front-end features, our speaker-
specific w2v2-OCSVM (8.38%, 13.97%, 10.92%) outper-
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Figure 4. Average EER Performance Summary by Dataset
and SSL. Embedding. This summary heatmap presents the mean
Equal Error Rate (EER) percentages across three datasets (VCTK,
In-The-Wild, and FakeXpose) for six different SSL embedding
models. The SSAST embedding demonstrates consistently supe-
rior performance across all datasets with the lowest average EERs
(1.30% for VCTK, 1.82% for ITW, 7.45% for FakeXpose), fol-
lowed by MAE-AST.

Table 3. Performance comparison of baseline systems
and our Speaker-Specific System (using ssast_patch_base and
wav2v2_large embedding) across different datasets averaged over
all speakers (EER %).

System ASV19 + DFADD ITW  FakeXpose
AASIST 30.268 25.44 9.62
wav2vec2-AASIST 5.58 12.34 29.23
RawNet2 36.32 48.563 50.09
ssast-OCSVM 1.30 1.820 7.45
w2v2-OCSVM 9.12 13.970 22.30

forms the universal wav2vec2-AASIST (5.59%, 12.34%,
29.23%) on FakeXpose by a substantial margin, although
performs slightly worse on ASV19+DFADD and compa-
rably on ITW. This mixed result suggests that speaker-
specific modeling offers practical advantages when pro-
tecting high-profile individuals, even when using the same
feature representation. The slightly worse performance
on ASV19+DFADD may be attributed to certain speakers
with challenging vocal characteristics that disproportion-
ately impact the average performance, as observed in Fig-
ure 3 where speakers like p260 and p262 consistently show
higher EER values.

Critically, it is important to emphasize that our speaker-
specific models are trained exclusively on genuine speech
samples without exposure to any synthetic data, while all
baseline systems are trained on both genuine and synthetic
speech samples. This training methodology makes our sys-
tem inherently more generalizable and robust to novel at-
tacks, as it does not rely on characteristics of specific syn-
thetic speech techniques seen during training. Instead, by
learning the genuine speech distribution for each speaker
independently, our approach can detect any deviation from
this distribution regardless of the synthesis method used to
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create the deepfake.

The exceptional performance of ssast-OCSVM can be
primarily attributed to the superior quality of the ssast fea-
ture space, as evidenced by the significant performance
gap between ssast-OCSVM and w2v2-OCSVM across
all datasets. These results highlight the importance of
both selecting appropriate SSL embeddings and employing
speaker-specific modeling approaches, particularly for pro-
tecting high-profile individuals against increasingly sophis-
ticated audio deepfake attacks.

6.3. Key Findings
Our investigation reveals several significant findings:

e Our speaker-specific approach using ssast_patch_base
embeddings consistently outperforms all baselines across
datasets, achieving near-perfect detection, despite being
trained exclusively on genuine speech samples.

* Vision transformer-based SSL embeddings (particularly
ssast_patch_base) demonstrate superior effectiveness for
speaker-specific spoofing detection compared to other ar-
chitectures, with average EERs of 1.30%, 1.82%, and
7.45% across the three datasets, significantly outperform-
ing wav2vec2 (8.38%, 13.97%, 22.30%) and other em-
beddings.

¢ Individual speakers exhibit substantial variability in de-
tection difficulty, with some speakers and political figures
consistently showing higher EER values across all em-
beddings, validating the need for speaker-specific mod-
eling that can optimize detection boundaries for each
unique vocal profile.

Despite these promising results, our approach requires
training and maintaining separate models for each pro-
tected speaker, which may introduce scaling challenges for
large-scale deployments. However, significant performance
advantages, combined with the enhanced generalizability
to unseen attacks due to training exclusively on genuine
speech, make this approach particularly valuable for high-
stakes applications where protecting specific individuals is
critical.

7. Conclusion

This paper presents a novel speaker-specific approach to
audio deepfake detection that addresses the growing threat
of voice spoofing attacks, particularly against high-profile
individuals. Our methodology leverages one-class Sup-
port Vector Machines trained exclusively on genuine speech
samples, eliminating the dependency on synthetic examples
during model development while achieving superior perfor-
mance compared to traditional universal detection systems.

Our comprehensive evaluation across diverse datasets,
from controlled laboratory conditions (ASVSpoof 2019,
DFADD), to challenging real-world scenarios (In-The-

Wild) and practical applications (FakeXpose Political Fig-
ures), demonstrates the effectiveness of our approach. The
use of vision transformer-based SSL embeddings, partic-
ularly ssast_patch_base, consistently achieves remarkably
low EER values of 1.30%, 1.82%, and 1.99% across the
three dataset types, substantially outperforming established
baselines including AASIST, RawNet2, and wav2vec2-
AASIST.

A key strength of our approach lies in its training
methodology. By learning exclusively from genuine speech
patterns for each individual speaker, our system becomes
inherently more generalizable and robust to novel attacks,
as it does not rely on characteristics of specific synthetic
speech techniques. This speaker-specific optimization en-
sures optimal performance regardless of whether a speaker
is inherently easy or difficult to protect, making it particu-
larly valuable for safeguarding high-profile individuals who
are frequent targets of sophisticated deepfake attacks.

Our findings reveal significant speaker-to-speaker vari-
ability in detection performance, strongly validating the
need for individualized modeling approaches. The sub-
stantial performance advantages of our method, combined
with its enhanced generalizability to unseen synthesis tech-
niques, make this approach particularly valuable for high-
stakes applications where protecting specific individuals is
critical, such as political communications, financial security
systems, and other security-critical environments.

Although our approach requires training separate mod-
els for each protected speaker, the demonstrated perfor-
mance benefits and adaptability to emerging spoofing tech-
niques position speaker-specific detection as a promis-
ing direction for practical deepfake defense systems in an
era of increasingly sophisticated audio synthesis technolo-
gies.
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